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TITLE OF THE INVENTION 

IMAGE DATA PROCESSING APPARATUS AND METHOD 

BACKGROUND OF THE INVENTION 
5 1 . Field of the Invention 

The present invention relates generally to an 
image data processing apparatus and method for 
processing image data in a device having an image 
entry function, for example, a mobile telephone with 

10 a camera, and more particularly to an image data 

processing unit and method for acquiring a stegano 
data embedded in an image , by use of image processing . 
2 . Description of the Related Arts 

Recently, with the increasing use of the 

15 Internet by mobile telephones, the development of 
mobile telephones mounting cameras, scanners or 
other image input devices has being made 
enthusiastically. By the use of such mobile 
telephones, image data acquired by image input 

20 devices can be utilized, if the acquired image data 
is sent from the own mobile telephone to terminals, 
such as another mobile telephone or a personal 
computer, through the Internet or other 
communication networks. On the other hand, for 

2 5 example , U . S . Patent No . 5,636,292 discloses a method 



for utilizing image data in its Specification and 
Drawings, wherein an image input device such as a 
scanner or camera is connected to a personal computer. 
In this method for utilizing image data, images such 
as printed matters, in which s teganographic encoded 
information (hereinafter referred to as "stegano 
data") is embedded, are read-out to a personal 
computer by an image input device, and the stegano 
data is detected and sent to a server. On the server 
side, a URL corresponding to the detected stegano 
data is searched, and the searched URL is sent back 
to the personal computer, and the personal computer 
makes access to a web site corresponding to the URL, 
for allowing information corresponding to the image 
to be displayed. 

However, even if such a method for detecting 
stegano data and utilizing image data is to be carried 
out in the conventional mobile telephone with a 
camera, image processing for detecting stegano data 
that has been executed on a personal computer would 
not be able to be executed within a practical 
processing time due to the limitation of the 
processing performance by memory or a CPU that can 
be used for mobile telephones. 
SUMMARY OF THE INVENTION 



According to the present invention, there is 
provided an image data processing apparatus and 
method, that can execute complex image processing at 
a high speed, even if the processing performance on 
the image input side is low. 

It is therefore the object to provide an image 
data processing apparatus comprising a first 
apparatus such as a mobile telephone which enters 
image data with embedded stegano data that cannot be 
recognized visually , the first apparatus sending the 
entered image data to the outside and receiving the 
result of processing from the outside for holding the 
same; and a second apparatus such as a server which 
effects data processing on the image data received 
from the first apparatus to acquire stegano data, the 
second apparatus sending the acquired stegano data 
as the result of processing to the first apparatus. 
Thus, the first apparatus can execute an analysis 
processing of image-embedded information at high 
speed, otherwise, such information would take a lot 
of processing time. 

In this case, the first apparatus comprises an 
image data input unit which enters image data with 
stegano data embedded; a data sending unit which 
sends the entered image data to the outside; a result 
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data receiving unit which receives the processed 
result data from the second apparatus ; and a result 
holding unit which holds the received result data, 
whilst the second apparatus comprises an image data 
5 receiving unit which receives image data from the 
first apparatus; a data holding unit which holds the 
received image data; an image data processing unit 
which effects processing on image data to acquire 
stegano data; and a result data sending unit which 
10 sends the acquired stegano data as result data to the 
first apparatus, and wherein a communication path 
always or intermittently connects the first 
apparatus and the second apparatus. 

In the present invention, the second apparatus 
15 converts the acquired stegano data into other 

information, for sending as result data to the first 
apparatus, whereas the first apparatus sends the 
result data received from the second apparatus to an 
external third apparatus, for receiving another 
20 result of processing. Thus, stegano data acquired 
by the second apparatus is converted to a URL, etc. , 
such that a web site can be read through access to 
the third apparatus, thereby eliminating the need of 
embedding the vast amounts of information in the 
25 image data. The first apparatus includes a 
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pre-processing unit which executes pre-processing of 
the entered image data, the pre-processing being part 
of image processing to be performed on the side of 
the second apparatus . Because of this provision, the 
5 load applied to the second apparatus can be reduced. 
The first apparatus splits the entered image data 
into a plurality of areas, to send some of the split 
image data to the second apparatus, whereas the 
second apparatus effects image processing on the some 

10 image data received from the first apparatus, the 
second apparatus , if stegano data cannot be acquired, 
sequentially requesting the first apparatus to make 
a re-transfer, for image processing, of image data 
of the remaining split areas until the second 

15 apparatus acquires stegano data. As the stegano data 
is usually embedded in a portion of the image, when 
a split portion is sequentially sent, instead of 
sending the image data as a whole, while the second 
apparatus is detecting the stegano data, load of 

20 image processing on the second apparatus side can be 
reduced, and communication speed can be increased. 
The first apparatus compresses image data entered and 
held, for sending to the second apparatus, and the 
second apparatus restores the compressed image data 

25 received from the first apparatus, for effecting. 
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image processing. Thus, by the compression of the 
data to be sent from the first apparatus to the second 
apparatus , the amount of data to be sent can be reduced, 
and the communication time can also be reduced. 
5 The present invention provides an image data 

processing method comprising the steps of: 

by a first apparatus, entering image data with 
embedded stegano data that cannot be recognized 
visually and sending the image data to a second 
10 apparatus; 

by a second apparatus, effecting data 
processing on the image data received from the first 
apparatus, to acquire stegano data; and 

by the second apparatus , sending the acquired 
15 stegano data as a result of processing to the first 
apparatus; and 

by the first apparatus, receiving and holding 
the result data received from the second apparatus. 
The details of the image processing method will 
20 become substantially the same as the case of the 
apparatus . 

The present invention further provides an 
apparatus itself such as a mobile telephone having 
limited processing capabilities, the apparatus 
25 comprising an image data input unit which enters 
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image data with stegano data embedded; a data sending 
unit which sends the entered image data to the 
outside; a result data receiving unit which receives 
stegano data as result data from the outside; and a 
5 result holding unit which holds the received result 
data. 

The above and other objects , aspects , features 
and advantages of the present invention will become 
more apparent from the following detailed 
10 description when taken in conjunction with the 
accompanying drawings . 

BRIEF DESCRIPTION OF THE DRAWINGS 

Fig. 1 is a block diagram of a first embodiment 
15 according to the present invention; 

Fig. 2 is a diagram for describing image data 
processing operations according to Fig. 1; 

Fig. 3 is a time chart of processing procedures 
of a first apparatus and a second apparatus shown in 
20 Fig. 1; 

Fig . 4 is a block diagram of a second embodiment 
according to the present invention; 

Fig. 5 is a diagram for describing image data 
processing operations according to Fig. 4; 
25 Fig. 6 is a time chart of processing procedures 
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of the first apparatus and the second apparatus shown 
in Fig ... 4 ; 

Fig. 7 is a block diagram of a third embodiment 
according to the present invention; 
5 Fig. 8 is a time chart of processing procedures 

of a first apparatus and a second apparatus shown in 
Fig. 7; 

Fig. 9 is a block diagram of a fourth embodiment 
according to the present invention; 
10 Fig . 10 is a diagram for describing image data 

processing operations according to Fig. 9; 

Figs. 11A and 11B are time charts of processing 
procedures of a first apparatus and a second 
apparatus shown in Fig. 9; and 
15 Fig. 12 is a block diagram of a fifth embodiment 

according to the present invention. 

DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENTS 

Fig. 1 is a block diagram of a first embodiment 

20 according to the present invention. An image data 
processing apparatus according to the present 
invention comprises a mobile telephone 10, which 
functions as a first apparatus , and a server 12 , which 
functions as a second apparatus. On the mobile 

25 telephone 10, an image data input unit 14, an image 
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data holding unit 16, an image data sending unit 18, 
a result data receiving unit 20 , a result data holding 
unit 22, and a display unit 24 are provided. Also, 
an image data receiving unit 26, an image data holding 
5 unit 28 , an image data processing unit 30 , and a result 
data sending unit 32 are provided on the server 12. 
The image data input unit 14 of the mobile telephone 
10 enters images using a CMOS sensor or CCD sensor. 
The mobile telephone 10 comprises, for example, as 

10 shown in Fig. 2 , the display unit 24 , a key operation 
unit 38, and a camera 34. The image data processing 
unit 30 provided on the server 12 performs image 
processing for acquiring stegano data with respect 
to the image data sent from the mobile telephone 10. 

15 As the image data processing for acquiring the 

stegano data, for example, the processing disclosed 
in Specification and drawings of U.S. Patent No. 
5,636,292 can be employed. 

Fig. 2 shows brief image data processing 

20 operations in a first embodiment according to Fig. 
1. The camera 34 is provided as a single piece with 
the mobile telephone 10, and images including 
printing matters with stegano data embedded, which 
is an object of the present invention, can be entered. 

25 The image data entered through the camera 34 of the 
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mobile telephone 10 is sent to the server 12 through 
a communication line 42 , and stegano data is acquired 
by the execution of a stegano data acquisition 
processing 40 in the server 12, so that the acquired 
5 stegano data is sent back to the mobile telephone 10 
through the communication line 42. 

Fig. 3 is a time chart of processing procedure 
including communications exchanged between the 
mobile telephone 10 and server 12 in a first 

10 embodiment shown in Fig. 1. Referring to Fig. 3, 

operations of a first embodiment shown in Fig. 1 is 
described as follows. When an image data input unit 
14 takes a picture of image data, such as printed 
matters with stegano data embedded, and enters the 

15 picture, the image data is held in an image data 

holding unit 16 at step SI, wherein the image data 
input unit 14 comprises a CMOS sensor and CCD sensor 
as the camera 34 provided on the mobile telephone. 
Then at step S2 , an image data sending unit 18 sends 

20 the data held in the image data holding unit 16 to 
the server 12 through a communication line 42-1. In 
sending, the destination information of the mobile 
telephone 10, which is to be the destination of the 
result of processing, is sent together with the image 

25 data . In the server 12 , after an image receiving unit 
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26 receives the image data and destination 
information sent from the mobile telephone 10 at step 
S101, the data is held in an image data holding unit 
28. Next at step S102, the image data is called out 
5 of the image data holding unit 28, and, a stegano data 
acquisition processing is executed, for example, as 
disclosed in Specification and Drawings of U.S. 
Patent No. 5,636,292, for acquiring stegano data from 
the image data . The stegano data acquired by an image 

10 data processing unit 30 is sent to a result data 

sending unit 32, and at step S103, the stegano data 
is sent to the mobile telephone 10 as a result data, 
through a communication path 42-2, based on the 
destination information received together with the k 

15 image data at step S103. The result data from the 
server 12 is received by a result data receiving unit 
20 of the mobile telephone 10 at step S3, and held 
in a result data holding unit 22. The stegano data 
held in the result data holding unit 22 is given to 

20 a display unit 24, and at step S3, the stegano data 
received from the server 12 is displayed on the screen 
of the mobile telephone 10. 

Fig. 4 is a block diagram of a second embodiment 
according to the present invention. This second 

25 embodiment is characterized in that the stegano data 
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acquired on the server side is further converted into 
the address of another apparatus, for example, URL, 
and returned to the mobile telephone. On the mobile 
telephone 10, an image data input unit 14, an image 
5 data holding unit 16, an image data sending unit 18, 
a result data receiving unit 20, and a result data 
holding unit 22 are provided, and the configuration 
for these units is the same as that in the first 
embodiment. In addition to these units, a WWW 

10 browser 48, and a HTTP transfer unit 50 are further 
provided on the mobile telephone 10. While on the 
server 12 , in addition to an image data receiving unit 
26, an image holding unit 28, an image data processing 
unit 30, and a result data sending unit 32, a data 

15 conversion unit 46 is further provided. The data 

conversion unit 46 has a function of converting the 
stegano data acquired by the image data processing 
unit 30 into a URL , that is the address of a WWW server 
44 functioning as a third apparatus . 

20 Fig. 5 is a diagram for briefly showing image 

data processing operations in the second embodiment 
shown in Fig. 4. In processing operations of this 
second embodiment, the image data including the 
stegano data entered through the camera 34 of the 

25 mobile telephone 10 is sent from the communication 
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line 42 to the server 12, and the stegano data is 
acquired by the execution of the stegano data 
acquisition processing 40, and the acquired data is 
further converted to the address, or URL of the WWW 
5 server, that is the third apparatus, through a URL 
conversion processing 52 , and sent back to the mobile 
telephone 10 through the communication line 42. 

Fig. 6 is a time chart of processing procedure 
including communications exchanged between the 

10 mobile telephone and server in the second embodiment 
shown in Fig. 4, and with reference to the figure, 
processing operations of the second embodiment are 
described as follows. The image data including the 
stegano data entered from the image data input unit 

15 14 realized by the CMOS sensor or CCD sensor provided 
on the mobile telephone 10 as the camera 34 is sent 
to the server 12 from the image data sending unit 18 
through the communication path 42-1 at step S2 , after 
being entered and held in the image data holding unit 

20 16 at step SI. At this time, together with the image 
data, the destination information is sent, 
indicating the destination, to which the result of 
processing is to be sent. At step S101, the server 
12 allows the image data receiving unit 26 to receive 

25 the image data from the mobile telephone 10 , and holds 
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the image data in the image data holding unit 28. 
Then at step SI 02 , the server reads the image data 
out of the image data holding unit 28, and the image 
data processing unit 30 executes a stegano data 
5 acquisition processing. The stegano data acquired 
by the image data processing unit 30 is given to a 
data conversion unit 46 at step S103, for converting 
into a URL, the address of a WWW server 44, that is. 
to be a third apparatus , using of a conversion table, 

10 where the acquired stegano data is registered 

beforehand I The URL converted by the data conversion 
unit 46 is given to a result data sending unit 32 
through the communication path 42-2 at step S104, and 
sent to the mobile telephone 10 through the 

15 communication path 42-1. At step S3, the mobile 

telephone 10 allows a result data receiving unit 20 
to receive the URL converted from the stegano data 
as the result data from the server 12 , and holds the 
URL in a result data holding unit 22. And at step 

20 S4 , using the URL held in the result data holding unit 
22, a WWW browser 48 gains access to a WWW server 44 
through a HTTP transfer unit 50 , and displays the home 
page specified by the URL of the WWW server 44 on the 
screen of the mobile telephone 10 such that the user 

25 can read it. In the second embodiment shown in Fig. 
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4, a data conversion unit 46 provided on the server 
12 performs conversion from stegano data into a URL, 
or an address, however, another server may be 
provided as a fourth apparatus with the function of 
5 the data conversion unit 46, such that stegano data 
is sent to this server of the fourth apparatus from 
the mobile telephone 10 or server 12, for acquiring 
the address or URL of the WWW server 44 that is to 
be the third apparatus. 

10 Fig. 7 is a block diagram of a third embodiment 

according to the present invention. This third 
embodiment is characterized in that part of image 
data processing is performed as pre-processing, 
since the side of the mobile telephone 10 acquires 

15 stegano data in the server 12. For the mobile 

telephone 10 as the first apparatus, an image input 
unit 14, an image data holding unit 16, an image data 
sending unit 18, a result data receiving unit 20, a 
result data holding unit 22, and a display unit 24 

20 are provided, and the configuration for these units 
is the same as that in the first embodiment shown in 
Fig. 1. Furthermore, a pre-processing unit 54 is 
provided between the image data holding unit 16 and 
the image data sending unit 18. The pre-processing 

25 unit 54 performs pre-processing for converting the 
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color image data entered by the image data input unit 
14 into, for example, binarized image data. In the 
embodiment shown in Fig. 1 , the image data conversion 
unit 30 of the server 12 performs the conversion from 
5 color image data to binarized image data, however, 
in the third embodiment, this conversion is performed 
on the side of the mobile telephone 10. The server 
12 as the second apparatus comprises an image data 
receiving unit 26, an image holding unit 28, an image 
10 data conversion unit 30, and a result data sending 
unit 32 , and is basically the same as that in the first 
embodiment. However, since the image data 
conversion unit 30 includes the pre-processing unit 
54 provided on the side of the mobile telephone 10, 
15 the data conversion unit 30 executes image data 
processing, except, for example, conversion 
processing from color image to binarized image, that 
is to be performed by the pre-processing uni t 54 , thus 
the processing load of the unit is reduced by the load 
20 assigned to the pre-processing unit. 

Fig. 8 is a time chart of processing procedure 
including communications exchanged between the 
mobile telephone 10 and server 12 shown in Fig. 7, 
and referring to this time chart, operations of the 
25 third embodiment shown in Fig. 7 are described as 
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follows. At step SI, the mobile telephone 10 enters 
the image data on the image taken from printed matters 
including stegano data by an image input unit 14 
comprising a CMOS sensor or CCD sensor, and holds the 
5 entered image data in an image data holding unit 16. 
Then at step S2 , pre-processing is executed for 
converting the color image data entered by the 
pre-processing unit 54 as the image data into 
binarized image data. Next at step S3, the 

10 pre-processed binarized image data is sent from an 
image data sending unit 18 to the server 12 through 
a communication path 42-1 . At this time, destination 
information is also sent at the same time, wherein 
the destination information indicates the 

15 destination to which the result data is to be sent. 
At step S101, the server 12 receives the binarized 
image data from the mobile telephone 10 with an image 
data receiving unit 26, and holds the received image 
data in an image data holding unit 28. Next at step 

20 S102, an image data conversion unit 30 reads out the 
binarized image data that is being held, and executes 
a stegano data acquisition processing as disclosed 
in Specification and Drawings of U.S. Patent No. 
5,636,292. In this case, since the conversion from 

25 color image data to binarized image data has been 
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finished in pre-processing of the mobile telephone 
10, processing following this conversion is executed. 
The stegano data acquired by the image data 
conversion unit 30 is sent from a result data sending 
5 unit 32 to the mobile telephone 10 through a 

communication path 42-2. At step S4 , the mobile 
telephone 10 receives the stegano data from the 
server 12 with a result data receiving unit 20, as 
a result data, and holds the received result data in 

10 a result data holding unit 22. Eventually at step 
S5 , the received stegano data is displayed on the 
screen of a display unit 24 . If the number of servers 
12 is not enough for accommodating the presence of 
a large number of mobile telephones, this 

15 pre-processing on the side of the mobile telephone 
10 in the third embodiment shown in Fig. 7 can reduce 
the load of image data processing for acquiring 
stegano data on the side of the server 12, and enables 
quick image processing to be made so that the result 

20 of stegano data is returned in response to the 
processing demand from the mobile telephone 10. 

Fig. 9 is a block diagram of a fourth embodiment 
according to the present invention. This fourth 
embodiment is characterized in that portion of image 

25 data including stegano data is sent from the mobile 
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telephone 10 for acquiring the result of processing. 
On the mobile telephone 10 as a first apparatus, an 
image data input unit 14, an image data holding unit 
16, an image data sending unit 18, a result data 
5 receiving unit 20, a result data holding unit 22, and 
a display unit 24 are provided, and further an image 
data splitting unit 56 is additionally provided . The 
image data-splitting unit 56 splits the image data 
including the stegano data entered by the image data 
10 input unit 14 into a plurality of areas, and sends 
a portion of the split image data. If the stegano 
data cannot be acquired by sending of a portion of 
the image data, the image data-splitting unit 
repeatedly sends the remaining areas of the image 
15 data sequentially in response to a re-send request 
from the server 12, until stegano data is acquired. 
On the server 12 as a second apparatus, an image data 
receiving unit 26, an image data holding unit 28, an 
image data conversion unit 30, and a result data 
20 sending unit 32 are provided. Here, from the 

received image data, the image data conversion unit- 
30 executes a stegano data acquisition processing, 
for example, as disclosed in Specification and 
Drawings of U.S. Patent No. 5,636,292. At this time, 
25 if stegano data cannot be acquired, a re-send request 
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is made to the image data splitting unit 56 of the 
mobile telephone 10 through a communication path 42-3 
for sending the remaining portions of the image data 
from the image data sending unit 18. This re-send 
5 request from the image data conversion unit 30 to the 
mobile telephone 10 is repeatedly made until stegano 
data is acquired on the side of the server 12. 

Fig. 10 is a diagram for briefly describing 
image data processing operations in the fourth 

10 embodiment shown in Fig. 9. When printed matters or 
other images with stegano data embedded are entered 
by a camera 34 provided on the mobile telephone 10, 
after splitting the entered image data into a 
plurality of areas, the mobile telephone 10 sends the 

15 first split image data to the server 12 through a 
communication line 42, according to a specified 
sequence. If, for example, the image data is split 
into four areas, and a portion of the split image data 
is sent sequentially, the server 12 executes a 

20 stegario data acquisition processing 40 on the first 
received split data 58-1. If stegano data cannot be 
acquired by processing of this split image data 58-1 , 
the server makes a re-send request to the mobile 
telephone 10, and receives the next split image data 

25 58-2. When the split image data 58-2 is received in 
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response to the re-send request, the server executes 
the stegano data acquisition processing 40 on the 
image data including the split image data 58-1 which 
has been previously received and held. Even though 
5 stegano data still cannot be acquired, the server has 
to make a re-send request to the mobile telephone 10 
for acquiring a next split image data 58-3, and has 
to execute the stegano data acquisition processing 
40. Usually, stegano data is embedded in printed 

10 matters, such that the same embedded information is 
scattered over the entire image. Therefore, by 
sending of the image data split into a plurality of 
areas sequentially by the mobile telephone 10, not 
using of the total image, in a certain circumstances, 

15 stegano data can be acquired only by sending of the 
first split image data 58-1. Even though stegano 
data cannot be acquired, stegano data will be 
acquired by sending of the remaining areas of the 
split image data following the first split area, thus 

20 as a result, the server 12 can acquire stegano data, 
without the need of sending all image data. 

Figs. 11A and 11B are time charts of processing 
procedure including communications exchanged 
between the mobile telephone 10 and server 12 in the 

25 fourth embodiment shown in Fig. 9, and based on this 
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time chart, operations in the fourth embodiment shown 
in Fig. 9 are described as follows. Pictures of 
printed matters with stegano data embedded are taken 
by an image data input unit 14 realized by a CMOS 
5 sensor or CCD sensor provided on the mobile telephone 
10 as a camera 34, and the image data is entered at 
step SI, and held in an image data holding unxt 16. 
Then at step S2 , the image data being held is split 
into a plurality of areas by an image data splitting 

10 unit 5 6 , and part is taken out of the split image data , 
then at step S3, the split image data is sent to the 
server 12 through a communication path 42-1. At 
this time, destination information is simultaneously 
sent, wherein the destination information indicates 

15 the destination, to which the result of processing 
is to be sent . As to the split image data that should 
be sent first by the image splitting unit 56, for 
example, an area having a high possibility of stegano 
data being embedded may be preferentially selected 

20 from the total image data , and sent firs t . The server 
12 allows an image data receiving unit 26 to receive 
part of the image data from the mobile telephone 10 
at step S101, and holds the received image data in 
an image data holding unit 28 , and at step S102 , allows 

25 an image data conversion unit 30 to execute image 
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processing of part of the image data for acquiring 
stegano data. If stegano data cannot be acquired at 
step S103, by this image data processing, the server 
makes a re-transfer request to the mobile telephone 
5 10 at step S104 . Having received the re-transfer 
request from the server 12 , the mobile telephone 10 
takes part out of the remaining split image data at 
step S4 , and allows an image data sending unit 18 to 
send the taken out image data to the server 12 . After 

10 receiving and holding this second split image data 
at step S105, the server 12 executes image data 
processing for extracting stegano data at step S106. 
In this case, too, if stegano data cannot be acquired 
at step S107, the server makes a re-transfer request 

15 to the mobile telephone 10 at step S108, and 
repeatedly executes the same processing until 
stegano data is acquired. If stegano data is 
acquired at step S103 or S107, the server goes to step 
S109, and sends the acquired stegano data as a result 

20 data from a result data sending unit 32 to the mobile 
telephone 10 through a communication path 42-2. The 
mobile telephone 10 allows a result data receiving 
unit 20 to receive the stegano data as a result data 
at step S5, and holds the received data in a result 

25 data holding unit 22. Then at step S6, the received 
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stegano data is displayed on the screen of a display 
unit 24. Here, preferably the image data-splitting 
unit 5 6 splits image data into the size, which is less 
than or approximately equal to the accounting units 
5 of the mobile telephone 10. As described above, if 
the split size of image data is less than or 
approximately equal to the accounting units of the 
mobile telephone 10, in transferring the split image 
data from the mobile telephone 10 to the server 12, 

10 the communication route 42-1 is preferably 

intermittently connected only when the split image 
data is to be sent, but not normally connected. This 
method of intermittent connection can minimize cost 
required for the mobile telephone 10 transferring 

15 image data to the server for acquiring stegano data. 

Fig. 12 is a block diagram of a fifth embodiment 
according to the present invention. This fifth 
embodiment is characterized in that the mobile 
telephone 10 compresses image data and sends to the 

20 server 12, and the server side restores the 

compressed image data and processes. To the mobile 
telephone 10, an image input unit 14, an image data 
holding unit 16, an image data sending unit 18, a 
result data receiving unit 20, a result data holding 

25 unit 22, and a display unit 24 are provided. In 
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addition, a data compression unit 60 is provided on 
the image data sending unit 18 . As a data compression 
method by the data compression unit 60, such a 
compression method must be taken that there is no 
5 possibility of stegano data being broken by 

compression. For example, if the stegano data 
disclosed in Specification and Drawings of U.S. 
Patent No. 5 , 636 , 292 is used , a loss-less compression 
is employed. While on the side of the server 12, an 

10 image data receiving unit 26, an image data holding 
unit 28 , an image data processing unit 30 , and a result 
data sending unit 32 are provided. Furthermore, a 
data restoration unit 62 is provided on the image data 
receiving unit 26. The data restoration unit 62 

15 implements a restoration method corresponding to the 
compression method of the data compression unit 60 
on the mobile telephone side 10, and in this case, 
a restoration method is taken corresponding to the 
loss-less compression , a compression method that 

20 will not break stegano data. As described above, 

compressing and transferring image data in response 
to the request from the mobile telephone 10 to the 
server 12 for extracting stegano data can reduce the 
amount of image data to be sent, and furthermore, can 

25 reduce communication costs. Here, details of 



26 



processing operations of the fifth embodiment shown 
in Fig. 12 are the same as those of the first 
embodiment shown in Fig. 1, except that the data 
compression unit 60 compresses the data, and the data 
5 restoration unit 62 restores the compressed data. 

As described above, according to the present 
invention, even if a first apparatus is a mobile 
telephone with a camera having a limited processing 
performance, the first apparatus can execute 

10 processing at high speed and acquire the result, even 
if the executing processing is an analysis processing 
of information embedded in image data, that takes a 
lot of processing time, if, in order to acquire the 
result of processing, the first apparatus sends image 

15 data including stegano data to a second apparatus, 
in other words, a server which has a high processing 
capability and is connected to the first apparatus 
through a communication path. Also, the conversion 
of the acquired stegano data that is sent by the server 

20 as the second apparatus to the address, or the URL 
of another third apparatus further enables abundant 
information on stegano data to be acquired through 
access to the third apparatus, thus the amount of 
information on stegano data to be embedded in image 

25 data can be reduced. Also, in sending image data from 
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the first apparatus to the second apparatus , part of 
image data is sent and a stegano data acquiring 
processing is performed. If stegano data cannot be 
acquired, a re-send request of the remaining image 
5 data is sequentially made and processed, such that 
the load of image processing on the second apparatus 
side can be reduced, and the speed of communication 
can be faster . Furthermore , when the first apparatus 
side performs part of image processing as 

10 pre-processing, wherein the image processing is 

required for stegano data acquiring processing in the 
second apparatus , the processing load of the second 
apparatus can be reduced. Furthermore, compressing 
and sending of image data from the first apparatus, 

15 and restoring of the compressed data on the side of 
the second apparatus can reduce the amount of data 
to be sent, and communication time, as well. 

As to pre-processing on the side of the mobile 
telephone 10 in the third embodiment shown in Fig. 

20 7, splitting and transfer of image data in the fourth 
embodiment shown in Fig. 9, and furthermore, 
compression and restoration of data in the fifth 
embodiment shown in Fig. 12, the first embodiment 
shown in Fig. 1 is cited as the object, however, in 

25 an embodiment where stegano data is converted to the 
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address or URL of a third apparatus as shown in Fig. 
4, the above-described embodiments can be similarly 
combined . 

The above-described embodiments cite the case 
5 where a camera is employed for entering image, 

however, other than this, any appropriate image input 
processing including a scanner may be employed. 

The above-described embodiments cite an 
example of a mobile telephone as a first apparatus, 

10 however, the present invention is not limited to 
mobile telephones, but covers any appropriate 
apparatus, if the apparatus has a relatively low 
image processing performance. 

Although as stegano data, the above-described 

15 embodiments use by way of example the data as 

disclosed in Specification and Drawings of U.S. 
Patent No. 5,636,292, the present invention is not 
limited thereto, but is applicable intactly to any 
stegano data based on other embedding methods. 

20 - In addition, the above-described embodiments 

use by way of example the data conversion. f rom stegano 
data acquired by the server to the address or URL of 
the third apparatus; however, the data conversion of 
present invention includes not only the address, but 

25 also any other appropriate conversion objects. 
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The present invention covers any appropriate 
modifications without impairing the object and 
advantages thereof, and is not subject to any 
restriction by numerical values given in- the above 
embodiments . 



